
SUBJECT PROPOSED LEGISLATION WHAT IT DOES FINES AND CONSEQUENCES CURRENT STATUS

DATA PROTECTION

Data Protection and Digital 
Information Bill No.2

Sets out proposed future UK data 
protection requirements

The ICO will have powers to impose fines of £17.5 million, or 4% of the total 
annual worldwide turnover in the preceding financial year, whichever is 
higher

BILL
Data Protection and 

Digital Information (No. 
2) Bill

ONLINE SAFETY

Online Safety Bill Sets out proposed future requirements 
for social media, messaging, search 
and online advertising services to 
take measures to protect children and 
tackle illegal content online

Ofcom will have powers to impose fines of up to £18 million or 10% of their 
annual worldwide turnover, whichever is greater. Or, in extreme cases, they 
can take court action to require payment providers, advertisers and internet 
service providers to stop working with a site, preventing it from generating 
money or being accessed from the UK, as well as take criminal action 
against senior managers who fail to follow information requests from 
Ofcom

BILL
Online Safety Bill

DIGITAL MARKETS

Digital Markets, Competition 
and Consumers Bill

Sets out proposed future competition 
regimes, consumer protection 
requirements and enforcement 
regimes for digital platforms

The CMA will have powers to impose fines of of up to 5% of annual 
worldwide turnover, and/or a rate of 5% of daily worldwide turnover, for 
companies’ failure to comply with the CMA’s directions or orders, or with 
undertakings or commitments which they have given to the CMA

BILL
Digital Markets, 
Competition and 
Consumers Bill 

SECURITY OF 
CONSUMER 

CONNECTABLE 
PRODUCTS

The Product Security 
and Telecommunications 
Infrastructure (Security 
Requirements for Relevant 
Connectable Products) 
Regulations

Set out security standard requirements 
for relevant connectable products

The Secretary of state will have powers to impose fines of up to £10 million, 
or 4% of their worldwide turnover, as well as up to £20,000 a day in 
the case of an ongoing contravention and take criminal action against 
recipients (and their managers, partners, directors, secretary or other 
officers) who fail to comply with an enforcement notice

PROPOSAL
The UK Product Security 
and Telecommunications 
Infrastructure (Product 

Security) regime

CYBER SECURITY

Proposal to update the 
Network and Information 
Systems Regulations 2018

Future regulations will expand the 
applicability of the NIS Regulations to 
digital managed service providers

The ICO for Relevant Digital Service Providers, and the designated regulators 
for each sector for Operators of Essential Services, have powers to impose 
fines of up to £17 million

PROPOSAL
Proposal for legislation 

to improve the UK’s 
cyber resilience

AI

DSTI White Paper and 
consultation on AI Regulation

Sets out UK government approach to 
future AI regulation

The relevant regulators for each sector will have their existing powers of 
enforcement, and the government will continue to review whether additional 
enforcement powers are required

PROPOSAL
A pro-innovation 

approach to AI regulation

CMA Launches initial 
review of artificial 

intelligence models
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